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Report by: Lucy Pledge (Head of Service — Corporate Audit
& Risk Management — Lincolnshire County
Council)

Contact Officer: Russell Stone, Financial Services Manager

russell.stone@west-lindsey.gov.uk

Purpose / Summary: The report gives members details of the draft
annual programme of internal audit work to be
completed by the Audit partner, in 2014/15.

RECOMMENDATION(S): 1) Members consider the content of and
agree the Internal Audit Plan for 2014/15.

IMPLICATIONS

Legal: None directly arising from the report
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Financial: None directly arises from the report.

Staffing: None.

Equality and Diversity including Human Rights:

NB: A full impact assessment HAS TO BE attached if the report relates to any
new or revised policy or revision to service delivery/introduction of new services.

None arising from this report

Risk Assessment: N/A

Climate Related Risks and Opportunities: None arising from this report

Background Papers: No background papers within Section 100D of the Local
Government Act 1972 were used in the preparation of this report.




Call in and Urgency:
Is the decision one to which Rule 14 of the Scrutiny Procedure Rules apply?

Yes No X

Key Decision:

Yes No X

CIPFA's Audit Committees practical Guidance for Local Authorities and Police
- 2013 Edition includes the following core functions around Internal Audit
relevant to the plan:

e The Committee should seek to make the best use of the internal audit
resource within the Council's Assurance Framework — confirming that
the plan takes into account the requirement for the annual Head of
Audit opinion — which can be used to inform the Annual Governance
Statement eg

o How will the plan contribute to the annual opinion and Annual
Governance Statement?
o Is Internal Audit work focussing on matters most?

e Approve (but not direct) the risk based plan, taking into account the
other sources of assurance available.

e How will the Committee obtain assurance from other sources?

e Consider the sufficiency of resources to deliver the plan — skills,
expertise and experience.
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Introduction

1. This report sets out the proposed work of Internal Audit for 2014/15. The plan
has been developed using information from the Council’s Assurance Map —
which identified assurances present and their source against your critical
activities and risks.

2. Internal Audit provides independent assurance designed to add value and
improve how the Council operates. We help the Council achieve its priorities
and objectives by bringing a systematic, disciplined approach to evaluate and
improve the management of risk, control and governance processes.

3. Our work is carried out in accordance with the UK Public Sector Internal Audit
Standards. These require that the scope of Internal Audit covers the whole
range of the Council activities - seeking to provide an annual internal audit
opinion on the governance, risk and internal control environment of the Council,
which has been established to:

e Achieve strategic objectives

Ensure effective and efficient operational systems and programmes

Safeguard assets and interests of all kinds (including risks that relate to work
it undertakes through partnerships)

Ensure the reliability and integrity of financial and operational information

Ensure economic, efficient and effective use of council resources

Ensure compliance with established policies, procedures, laws, regulations
and contracts

Internal Audit Strategy — How we choose what to look at

4.  Our Internal Audit strategy has been developed to demonstrate how assurance
can be given on:

®  The critical systems of the Council - Those key service activities whose
failure could result in significant damage to the Council’s reputation,
material financial loss, significant impact on members of the public,
significant impact on the successful delivery of Council priorities or failure
to comply with service legal requirements.

®  Due diligence activities — Key processes that support the running of the
business and ensure compliance with corporate policies and legal
requirements. How often Internal Audit review these activities depends
on previous assurance opinions, when we last examined the activity and
if there has been any significant changes to the system or senior
management. We also consider the requirements of External Audit.

®  Strategic Risks — Any risk recorded within the Strategic Risk Register.

® Emerging risks - Risks that are created by a new activity or business
strategy and whose failure could result in significant damage to the
Council’s reputation, material financial loss, significant impact on
members of the public or failure to comply with service legal
requirements.
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® Key transformation programmes and projects. Those supporting delivery
of a corporate objective / priority.

® ICT Assurance. Focussed on the critical IT applications and activities
that support delivery of the Councils’ key functions.

5. We have identified the level of assurances in place by using the ‘Three lines of
Assurance’ Model:-

6. The combined assurance map shows us where we can co-ordinate our
assurance work across the whole Council, not just those from Internal Audit. We
intend to leverage assurance from these other sources to enable the Head of
Internal Audit to provide their Annual Audit Opinion on the Council’s governance,
risk and control framework for 2015.

7. To help us triangulate the information contained in the assurance map we also
undertake a risk assessment against each activity assessing their significance,
sensitivity and materiality — ranking the activity as high, medium or low risk. A
copy of our risk assessment methodology is attached in Appendix A.

8. We undertake a risk assessment each year to develop our risk based audit plan
— there are however a number of key processes that are fundamental to the
running of the Council which we review on a cyclical basis — at least once every
3 years. These systems are shown in Appendix B.

9. Analysing the assurance map may identify a number of specific critical and low
risk activities - which we do not have the resources to review. The Governance
& Audit Committee can specifically request management to provide assurance
on these areas. These areas include:

®  People management — Note : Investors in People accreditation
being sought in 2014

®  Partnerships / Collaborative working - assurance on the
effectiveness of the Council's partnership / collaborative working
arrangements and how collaborative working supports delivery of
the Council's priorities and tackling the 'big issues' facing the
Council
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® Health & Safety - To ensure that the Council has effective health
and safety arrangements in place that comply with relevant
legislation and regulations

®  Customer Services — assurance over the effectiveness of customer
access to service information and the customer experience

® Housing Strategy — assurance over the effectiveness of the
Councils housing strategy to deliver Council priorities / outcomes in
this area

® Rents — Assurance over property utilisation / rent income

® Empty Homes — Assurance on the progress with the empty homes
project to give assurance that an effective approach has been used,
targets will be met and grant funding has been maximised.

® |CT infrastructure and systems

10. We co-ordinate our work on key financial systems with the Council’s External
Auditors, KPMG. We are working towards a joint working protocol which sets
out where the External Auditor seeks to place reliance on our work. This
ensures that the Council gets the most out of its combined audit resource —
keeping audit fees low.

Draft Internal Audit Plan 2014/15

11. The type of areas included in the plan for 2014/15 is shown in figure 1 with the
detailed projects in Appendix B. A schedule of audits will be developed with
management once the plan has been approved.

Figure 1 — Analysis of Internal Audit Resource (showing % split)

M Critical Activities
B Due Dilligence - Finance
® due Dilligence - Other

B Emerging risks

M Other Audit Areas
H Non Audit

2
‘o
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Our Performance

12. Our effectiveness and performance is monitored by the Council's Section 151
Officer and the Governance & Audit Committee. Our performance measures are
set out below in Figure 2 for information.

Figure 2 — Our performance measures

Performance Indicator

Target

Percentage of plan completed.

100% (revised plan)

implemented.*

Percentage of key financial systems 100%
completed.

Percentage of recommendations agreed.* 100%
Percentage of recommendations 100%

Timescales

®  Draft report issued within 10
working days of completing audit.

® Final report issued within 5
working days of closure meeting /
receipt of management
responses.

®  Period taken to complete audit —
80% completed within 2 months
from fieldwork commencing to
the issue of the draft report.

Client Feedback on Audit (average)

Good to excellent

* Achievement of the performance measures on recommendations agreed and implemented are not
within our control. These are reported so the Governance and Audit Committee can see what actions
management have taken. The details of any recommendations not agreed will be included in the

executive summary and report to Committee.

Fees

13. Our internal audit fee is determined through the pricing schedule of the contract.
However, we have applied a fee reduction - £275 per day instead of £282 per

day.
Area 2014 /15 2013/ 14
Internal Audit £48,400 £49,632
Housing Benefit Subsidy Claim £6,875 £7,050

The Internal Audit fee for the Council has reduced by approximately 2.5% - a saving

of £1,407 compared to last year
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Additional work

14. Last year the Council requested us to undertake the Housing Benefit Subsidy
Claim work. We have included an estimated fee for this work - based on the
assumption that Council staff will be available to resolve any queries arising from

the outcome of validating the claim.
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Appendix A - Audit Lincolnshire — Planning Risk Assessment Methodology

Value / Volume

This assessment is based on either the cost to the council, the volume of transactions that the
activity is handling or a combination of the two

0 — Not material

1 — Minor importance (up to £100k" budget and approx. weekly transactions)

2 — Important (up to £1m? budget and up to daily transactions)

3 — Material (over £1m budget and multiple transactions daily)

Significance

This assessment reflects how important the activity is to the authority and its residents
0 — not significant

1 — Minor significance

2 — Significant

3 — Very significant

Audit rating

0 — recent review no significant findings (full / substantial)

1 — Recent review with findings (limited)

2 — Not recently reviewed (3 years)

3 — Recent review — number of significant findings (No assurance)

Sensitivity / Profile

This assessment is about the impact if things went wrong, how much interest would there be and
how much would this impact on reputation

0 — low (internal system)

1 — Medium profile

2 — High profile

Changes to people / systems

0 —no changes

1 — Minor changes

2 — Significant changes

3 — New system or team

Other assurance

Other assurances we have identified during the mapping process and how much reliance we can
place on these.

0 - high level of assurance — e.g. Snr mgmt. oversight / management reporting / activities / external
review / scrutiny

1 — Moderate level of assurance — management assurance

2 — Low level of assurance — new area — assurance unknown — emerging risk

Risk score Risk score Risk score
1 7 12

2 8 13

3 9 14

4 10 Med 15

5 11

6

! £500k for County
2 £5m for County
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Appendix B - West Lindsey Due Diligence Plan

Last Yearl | Year2 | Year 3

System Opinion audited System Changes | 2014/15 | 2015/16 | 2016/17
Financial Due Diligence
Income Collection incl Cash
Receipting* Substantial 2013/14 No v

. v
Bank* Substantial 2013/14 No
Budgetary v
Control/Management Substantial 2011/12 No
General Ledger Limited 2012/13 No v
Budget prep and financial
strategy Substantial 2012/13 No v
Creditors* Substantial 2009/10 No v
Debtors* Substantial | 2008/09 No v

. v

Pensions Full 2010/11 No

. ) , v
Payroll* Substantial 2013/14 Changing Provider
Treasury Management Limited 2011/12 No v
Property, Plant and
Equipment* No v
Council Tax* Substantial 2013/14 No v
NNDR* Limited 2012/13 No v
Benefits* Substantial | 2011/12 No v
*.Key Cpntrol Testingfgr v v v
Financial Control Opinion
Other Due Diligence
Investment Decisions /
commissioning Limited 2013/14 No v
VAT/Tax Low risk No
Insurance No v
Grants Received Low risk No
Counter Fraud Limited 2013/14 No v
Risk management Ongoing 2013/14 No v
Project /Programme
Management Limited 2012/13 No v
Progress & Delivery Limited 2013/14 No v
Contract management Limited 2009/10 No v
Financial regulations &
management Low Risk No
Equality & Diversity 2008/09 Full No v
Health & Safety Full 2010/11 No v
Information Governance Limited 2012/13 No v
Code of Corp Governance Substantial 2011/12 No v
Partnerships Limited 2013/14 No v
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Appendix B - West Lindsey Due Diligence Plan

Last Year1l | Year2 | Year 3
System Opinion audited System Changes | 2014/15 | 2015/16 | 2016/17
Corporate planning Substantial 2012/13 No v
Business Continuity Substantial 2010/11 No v
Emergency Planning Substantial 2010/11 No v
Human Resources / v
Managing People Substantial 2010/11 No
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Appendix C - West Lindsey Draft Internal Audit Plan 2014-15

Area Indicative Scope Planned
Days

Corporate Fraud Preparing for major national change has
been identified as a Strategic Risk and is
being managed through the Strategic Risk
Register. This audit will carry out proactive
testing in the following areas:

e Fleet fuel management

Proactive work — based on fraud risk; to
provide assurance on the arrangements
in place to manage and report on fuel
usage across the vehicle fleet.

e Purchase Cards

Proactive work — based on fraud risk; to
ensure only bona fide payments are
made and to provide assurance that
payments are not bypassing or

breaching procurement procedures.
10

Information Governance To review organisation wide information
governance arrangements to provide
assurance that data related risks are
sufficiently managed whilst ensuring the
right data is available at the right time.

Land, Property & Estate To ensure that processes and controls
Management around procurement, project management
and investment decisions are embedded /
complied with.

Ensure the best use of resources / value
for money in line with the Commercial

Strategy
15
Strategic Economic To assess the Council's role in supporting
Development Economic Development, including
partnership governance and project
management.
15
Joint Local Plan Provide assurance on the revised delivery

arrangements for the central Lincolnshire
joint local plan and provide support and
advice at key stages through gateway
review.

Lincolnshire

COUNTY COUNCIL

District Council
The Entrepreneurial Council
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Appendix C — West Lindsey Draft Internal Audit Plan 2014-15

(combined audit resource with North
Kesteven & City of Lincoln)
5
Vulnerable People To review the controls in place for
safeguarding people and multi-agency
working including Domestic Abuse
15
Sub Total 65
Resources
Finance Systems To review systems and test transactions
e Debtors for finance systems feeding into the
Council’s accounts in liaison with external
e Payroll audit.
e Pensions
25
e Property, plant &
equipment
Key Control Testing of To undertake testing on key controls within
Financial systems finance systems for Head of Audit
assurance
25
Other
Benefits To provide assurance that all benefits paid
are bone fide, complete, accurate, timely
and in accordance with policy / regulations
10
Insurance To ensure that the Council has effective
arrangements in place to manage its
insurable risks
5
Contract Management To provide assurance that key contracts
are managed effectively and monitored to
confirm they are delivering as agreed
10
Sub Total 75
Emerging risk contingency | To audit any significant emerging risks 5
arising in the year.
Sub Total 5
Combined Assurance Co-ordinating and updating assurances on
the Council’s assurance map with service
managers.
Co-ordinating the annual status report.
Lincolnshire“r(":
COUNTY COUNCIL st
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Appendix C — West Lindsey Draft Internal Audit Plan 2014-15

ICT Audit Identifying the assurances available on the

e Mobile devices Councils ICT Management arrangements.

e |CT shared service

(with NKDC)

Sub Total 20
Advice & Liaison 5
Annual Report 1
Audit Committee 5
Sub Total 11

L] * '
Lincolnshire =
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Appendix D - Internal Audit & Risk Assurance Strategy

; Audit

Internal Audit & Risk Assurance Strategy

Internal Audit provides an independent assurance and consulting activity designed to add
value and improve how the Council operates. We help the Council achieve its priorities and
objectives by bringing a systematic, disciplined approach to evaluate and improve the
management of risk, control and governance processes. A professional, independent and
objective internal audit service is one of the key elements of good governance, as
recognised through the UK public sector.

We play a key part in the Council's overall assurance arrangements which are designed to
ensure that its governance, risk and control frameworks are working effectively.

This strategy is a statement of how Audit Lincolnshire delivers assurance to our clients,
creating a framework within which more detailed plans can be developed. Our strategy aims
to provide a complete a picture as possible of the Council’s assurance on critical systems
and the key risks it faces — supporting the delivery of the Councils’ business plan objectives
and priorities.

At the heart of the strategy is our ‘Assurance Map’. This helps focus our work plans on risks
that matter — the make or break risks that affect the successful delivery of services and
strategic objectives. It also recognises the importance of critical business systems that
support successful delivery and ‘protect the business’.

Our aim is to align our work with other assurance functions, particularly performance and risk
management and look at different ways of leveraging assurance to help us to maximise the
best use of the Internal Audit resource and other assurance functions in the Council. The
Map can be used to:

® give the opportunity to determine if adequate and reliable assurance is planned
and being delivered on the areas of the business that matter most. It also
provides the ability to challenge potentially excessive or inadequate assurance.

® help establish the Internal Annual Audit Plan by identifying where more
independent assurance is required based on significance and risk of the activity.
Internal Audit will continue to have the right to conduct it's own assurance activity
freely and independently in order to meets its role and remit. However, if we need
to provide assurance through our work plans then the reasons need to be clearly
understood by the Management Team and Audit Committee (or equivalent).

®  be a key source of information to help develop the Councils Annual Governance
Statement

®  support the work of the Audit Committee

Lincolnshire

COUNTY COUNCIL

District Council
The Entrepreneurial Council
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Appendix D - Internal Audit & Risk Assurance Strategy

® enable the Head of Audit to produce the annual audit opinion

® streamline and avoid duplication of effort where assurance can be drawn from a
third party or other sources eg performance, risk and management assurances.

® help encourage management to take the lead and ownership over the assurance
provided on their areas of accountability.

Our vision

Our main role is to provide assurance that the Council maintains an effective internal control
environment that enables it to manage its significant business risks and achieve its
objectives / priorities. We help the Council achieve its objectives, ensure that effective &
efficient operations are maintained, safeguards its resources and provides assurance that
the Council has good governance arrangements in place.

Our aim is to:

“To deliver excellent and innovative services that help support delivery of the Council’s
objectives and priorities”

“Work together to be the best risk and audit assurance provider for Lincolnshire public sector
agencies”

The key drivers of this strategy are:

®  To help managers identify, understand and manage the risks facing achieving
their, and the Council’s, objectives and priorities as set out in the Corporate and
Business plans. Create an environment of well measured risk taking and a strong
control environment,

®  To help promote effective risk management,

®  Provide independent and objective assurance on the critical systems and
strategic key risk areas whilst leveraging other assurance functions,

® To meet our customers needs now and for the longer term, and
® Maintain a resilient and sustainable service.

This helps focus our work to where it is most needed, whilst complying with the UK Public
Sector Internal Audit Standards.

How we chose what to look at

Our Assurance Map can be linked back to:

® business plan objectives & priorities;
® service plans;

® critical systems;

® the strategic risk register;

Lincolnshire

COUNTY COUNCIL

District Council
The Entrepreneurial Council
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Appendix D - Internal Audit & Risk Assurance Strategy

change management programme,
emerging risks, and
the assurance framework.

It has been developed through our understanding of the business, reference to the risk
management arrangements in the Council and by gathering information from Senior
Management. It maps:

The critical systems of the Council - Those key service activities whose failure
could result in significant damage to the Council’s reputation, material financial
loss, significant impact on members of the public, significant impact on the
successful delivery of Council priorities or failure to comply with service legal
requirements.

Those key service activities whose failure could result in significant damage to the
Council’s reputation, material financial loss, significant impact on members of the
public or failure to comply with service legal requirements.

Due diligence activities — Key processes that support the running of the business
and ensure compliance with corporate policies and legal requirements. How often
we review these activities depends on previous assurance opinions, when we last
examined the activity and if there has been any significant changes to the system
or senior management.

Strategic Risks — Any risk recorded within the Strategic Risk Register or a risk
considered by Senior Management that should be considered for inclusion.

Emerging risks - Risks that are created by a new activity or business strategy, a
change programme or changes to an existing activity.

Key transformation programmes and projects. Those supporting delivery of a
corporate objective / priority.

ICT Assurance. An ICT Audit plan focussed on the critical IT applications and
activities that support delivery of the Councils’ key functions. This is based on a
risk assessment.

Having developed the Assurance Map we then assess what assurance (comfort) we can

obtain ie

‘A critical review or assessment that gives us a reasonable level of confidence on the
activity’s service delivery arrangements, management of risks, operation of controls

and / or performance’

Assurance can be obtained by:

Audit Lincolnshire through our work plans. We provide independent assurance
on the activity’s service delivery arrangements, management of risks, operation of
controls and / or performance

Corporate Functions and Third Party Assurance eg Inspections and / or other
assurance functions of the Council (Risk Management, Performance, Programme

Lincolnshire

COUNTY COUNCIL

District Council
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Appendix D - Internal Audit & Risk Assurance Strategy

Management, Health & Safety, Legal, Procurement, External Audit, Inspection
results). These functions help support measured risk taking and provide
independent information on performance, successful delivery, organisational
learning and any emerging risks facing the Council.

® Management Assurance — Provided by the Senior Manager of the activity by
responding to some diagnostic questions on service delivery, risks and
performance. They are accountable for successful delivery. They set ‘the tone
from the top’ and develop and implement the policies, procedures, processes and
controls — ensuring compliance. They are our ‘1 line of assurance’ to prevent
things from going wrong, reporting problems and taking remedial action.

®  The status and independence of the Audit Committee allow it to challenge how
things are done and confirm that the right processes are in place. Itis a vital
“watchdog” body promoting good governance and accountability and plays a key
role in the Councils assurance arrangements.

Our strategy for determining the level of assurance and allocating our resources is also
influenced by the Council’s risk appetite®. The Council’s risk appetite is reviewed from time
to time to help assess the levels of assurance needed. It is currently assessed as risk
aware and open ie willing to consider all potential delivery options and choose the one that
is most likely to result in successful delivery while also providing a good level of reward
(value for money etc). This means that our risk and assurance systems need to be working
well so that we create an environment of ‘No Surprises — well measured risk taking — willing
to take risk with a degree of uncertainty -recognising things will go wrong — learn from
mistakes’. The level of risk appetite may also vary given the nature of the risk.

In deciding what we look at we assess how much reliance we can place on the risk
management arrangements of the Council and other sources of assurance.

To help us triangulate the information contained in the assurance map we also undertake a
risk assessment against each activity. This helps us prioritise our work and involves a series
of quantitative or qualitative judgements concerning the particular system or area. A copy of
our risk assessment methodology is attached in Appendix A.

Some areas are fundamental to the running of the Council which we review on a cyclical
basis — usually once every 3 years (our due diligence work).

We take all of the above into account when we plan our work to ensure that the Council get
the most out of the Internal Audit Service within the resources available. In light of this areas
of low risk may not be subject to an audit.

The assurance maps and risk assessment is revisited each year as part of the annual
planning process.

Our Service

Our service is made up of three teams:

® The amount of risk that we are prepared to accept, tolerate or be exposed to at any point in time

Lincolnshire

COUNTY COUNCIL

District Council
The Entrepreneurial Council
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Appendix D - Internal Audit & Risk Assurance Strategy

® Risk Management
" Audit
®  Counter Fraud and Investigations

They work closely to provide independent assurance that an effective internal control
environment is in place that enables the Council to manage its significant business risks

We have formed the ‘Audit Lincolnshire’ partnership which involves Lincolnshire County
Council and the City of Lincoln working together for the provision of internal audit services to
their own authorities and authorities with whom they have contractual or other agreements.
For more information on the partnership please follow this link:

http://microsites.lincolnshire.gov.uk/AuditLincolnshire

Our delivery model is predominately in-house staff however where appropriate we engage
specialist auditors to support the delivery of our work plans eg Computer Audit

Audit

This team supports the Section 151 Officer and Monitoring Officer. It ensures the Council
meets the requirements of the Accounts and Audit Regulations for maintaining an adequate
and effective internal audit function.

Our scope spans the whole range of Council activities, financial or otherwise, and includes:

®  Working with managers to provide assurance that key service risks are being effectively
managed. Gaining assurance that key control mechanisms are operating or are being
developed effectively.

® Gaining assurance that our key financial systems are working correctly

® Gaining assurance that our critical systems are working correctly

®  Value for Money reviews

® Giving advice on risk and controls for major change programmes and developments

The audit plan includes key financial systems regarded by External Audit as material to their
opinion on a Council’s Statement of Accounts. We have a protocol with them that aims to
make the best use of the Councils combined audit resource.

Counter Fraud and Investigations

The team develops and maintains the Councils Counter Fraud and Whistle blowing policies.
Working with other local authorities we have joined forces to tackle fraud in Lincolnshire.
This includes:

®  Supporting managers by undertaking proactive counter fraud work in areas where the
service is most exposed to the risk of fraud or error

® Undertaking investigations into alleged irregularities and frauds

Lincolnshire

COUNTY COUNCIL

District Council
The Entrepreneurial Council
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Appendix D - Internal Audit & Risk Assurance Strategy

Our annual work plans

The focus of our work is primarily determined by the evaluation of the Assurance Map and
tends to be on the critical systems (including IT), strategic risk areas, key finance systems
and transformational change programmes. This helps our service be more proactive and
directs our work to areas where it is most needed.

The development of plans includes consultation with service and senior management. They
are approved in accordance with each client’s requirements®, and include flexibility to take
into account of changing requirements.

Some contingency days is also included to help us respond to any issues highlighted during
consultation and emerging risks during the year.

Our annual plan is approved by the Executive Director — Resources and Community Safety
and the Audit Committee.

Our Assurance Approach

How we provide assurance can vary and will be based on what evidence we need to have a
reasonable level of confidence on the activity’s service delivery arrangements, management
of risks, operation of controls and / or performance. Our options are:

®  We assess what reliance we can place on Third Parties work
®  We assess what reliance we can place on Management Assurances

® We use the most appropriate audit approach for our client — taking into account:
o The nature of the activity being reviewed
o The significant risks relevant to the activity
o The needs of the client
o The political and management environment — recognising the changing face of
public sector service delivery models

The two main audit approaches we use are as follows:
An outcome / risk based approach audit assignment

This approach helps us move away from looking solely at the impact of risk / failure and
provides more emphasis on delivery of outcomes. We assess this in the context of its
supporting governance framework (which includes risk and internal control).

Instead of solely focussing on the risk our approach considers:

®  what needs to happen to achieve your objectives or outcome ( it recognises that
innovation and opportunities to improve our services sometimes requires risk
taking and changes in delivery / strategy)

* Generally the Section 151 officer and the Audit Committee or equivalent

Lincolnshire

COUNTY COUNCIL
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Appendix D - Internal Audit & Risk Assurance Strategy

®  what will stop you from getting there (the risks - managers need to know the
boundaries to work in and what you want them to do if they want to step out of
these)

® what needs to be done (actions / controls that take a proportionate response to a
risk)

We use similar techniques as a traditional risk based approach but with a different focus —
there is a clear understanding that the risk appetite may vary for each service area / subject.

A system based audit assignment

We review a system’s end to end processes, evaluate and test its risks and controls,
recommending control improvements. This tends to be used on financial and due diligence
systems.

Using this approach provides wider assurance on the whole system with testing being
undertaken on key risks and control areas.

A copy of our Audit Process is attached in Appendix B.
Regulatory background

The requirement for local authorities to have an internal audit function is determined by
section 151 of the Local Government Act 1972, which requires that authorities ‘make
arrangements for the proper administration of their financial affairs’.

The Accounts and Audit Regulations 2011, more specifically require that the Council:

e Have “a sound system of internal control ....... which include arrangements for the
management of risk”;

e Undertake an adequate and effective internal audit of its accounting records and of its
system of internal control. The Head of Internal Audit is required to provide an annual
opinion on the Council's governance, risk and internal control environment;

¢ Review the effectiveness of its system of internal audit once a year. The Council's Audit
Committee undertakes this responsibility;

e Prepare and publish an Annual Governance Statement.

Internal Audit seeks to meet the standards laid down by professional bodies and in particular
the UK Public Sector Internal Audit Standards and the associated local government
application note published by CIPFA. These standards set the basic principles for carrying
out internal audit in the public sector and provide quality criteria against which performance
can be evaluated. Policies and practice guidance have been put in place to ensure all staff
understand and conform to these standards.

The provision of Internal Audit is the responsibility of the Council; this responsibility has been
formally delegated to the Council's Section 151 Officer.

Lincolnshire

COUNTY COUNCIL

District Council
The Entrepreneurial Council
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Appendix A - Audit Lincolnshire — Planning Risk Assessment Methodology

Value / Volume

This assessment is based on either the cost to the council, the volume of transactions that the
activity is handling or a combination of the two

0 — Not material

1 — Minor importance (up to £100k’ budget and approx. weekly transactions)

2 — Important (up to £1m® budget and up to daily transactions)

3 — Material (over £1m budget and multiple transactions daily)

Significance

This assessment reflects how important the activity is to the authority and its residents
0 — not significant

1 — Minor significance

2 — Significant

3 — Very significant

Audit rating

0 — recent review no significant findings (full / substantial)

1 — Recent review with findings (limited)

2 — Not recently reviewed (3 years)

3 — Recent review — number of significant findings (No assurance)

Sensitivity / Profile

This assessment is about the impact if things went wrong, how much interest would there be and
how much would this impact on reputation

0 — low (internal system)

1 — Medium profile

2 — High profile

Changes to people / systems

0 — no changes

1 — Minor changes

2 — Significant changes

3 — New system or team

Other assurance

Other assurances we have identified during the mapping process and how much reliance we can
place on these.

0 - high level of assurance — e.g. Snr mgmt. oversight / management reporting / activities / external
review / scrutiny

1 — Moderate level of assurance — management assurance

2 — Low level of assurance — new area — assurance unknown — emerging risk

Risk score Risk score Risk score
1 7 12

2 8 13

3 9 14

4 10 Med 15

5 11

6

> £500k for County
® £5m for County



Appendix B - Audit Process

Our approach to the delivery of internal audit is underpinned by the framework illustrated below:

Stage 1
Audit Strategy
& Plan

Stage 2
Audit

2

Understanding
client expectations /
deliverables
J
A\
Risk Assessment
J
A\
Strategic /
operational plans
J
A\
Plan Approval
J
A\
Reassess strategic
plan
J

ind

The Entrepreneurial

Engagement
Planning
p

sey

District Council

Council

Detailed planning
including
identification of risks
with the client

~N

-

Terms of reference
agreed with
manager/ client

Audit work plan /
approach agreed
with Supervisor

Stage

Testing

3

Fieldwork &

Stage 4
Reporting &

Stage 5
Quality

>

’2

Identification of:
. Outcomes /

\

objectives
e  Systems/
processes
e  Keyrisks
. Management
arrangements
e  Actual
controls
e N
Evaluation of actual
|/ expected controls
against risks
\ J
e N
Develop and
implement testing
strategy
\ J
e N
Communicate key
findings
\ J

>> Completion
p

Recording &
Evaluation of results

Audit Review & sign
off

>>Assurance
-

Client satisfaction
guestionnaire

Management
information /
progress reports

Draft report review
and sign off

Exit meeting with
client

Periodic Quality
Assurance by Audit

Final Report
&
Action Plan

Manager
J
~
Quality Assurance
Improvement
Programme
J
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Follow-up
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